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1 Introduction

Modern cyber-physical systems rely on networked sensors
to monitor physical processes. An adversary with read and
write access to sensor data can infer internal states and
launch more dangerous, undetectable attacks that disrupt
system performance while remaining undetected [1]. We
adopt the adversary perspective, which is formulated as an
estimation problem for a linear plant with a quadratic sen-
sor output map, stabilized by a dynamic controller. We as-
sume the closed-loop system has inherent stability proper-
ties. Yet the attack-free closed loop is unobservable at equi-
librium due to the quadratic output map, which precludes
observer designs based on local observability. We there-
fore ask whether an adversary can still estimate the plant and
controller states. Indeed, this can be achieved by inducing
observability by manipulating the sensor output while pre-
serving closed-loop stability to avoid detection by existing
abnormality detectors in the system.
2 Problem formulation

We consider a linear plant with scalar quadratic output
Xyt Xp=Apx,+Bpu, y= x;Q,,x,,7 controlled by the dy-
namic output-feedback controller X, : X, = Acx. + By, u =
Cexe + Dy, where x, € R", x. € R", and u,y € R. Let

z7:= [xT xCT]-r € R”, the closed-loop dynamics are

P

:=Az+Bh(z) = f(z),  h(z) =z 0z ¢))
with Q = [QO" 8 A= f:)” BZSC , B= B%?” . We assume
7z =0 is locally exponentially stable equilibrium, i.e., A is
Hurwitz. The linearization of (1) is F = df/dz|, = A and
H = dh/dz|, =0, and is therefore unobservable at the ori-
gin. We assume the adversary knows (A, B, Q), can read and
additively manipulate the sensor output such that j =y +a,
with a € R, but has no access to the control input u. With the
manipulated sensor measurements, the controller now sees j
instead of y and becomes X, = Acx. + B.V, u = Cexe + D.J.
In turn, the attacked version of (1) can be written as

¢ =Az+B(h(z)+a) =: f(z,a), hz)=z"0z ()

Figure 1 illustrates the problem setup.

! P Xp:

Ve =Acxe + By Xp =Apxp+Bpu
! | u=Coxe+Dcy ¥y =2, 0p%p

5 il

] y

' 1 +

h

Control system Adversary

Figure 1: Problem setup. The block X, denotes the adversary’s observer
that will be designed.

In short, the adversary’s objectives are:

Objective 1. Design the injected signal a using the measured out-
put h(z) and the gradient Vh(Z) = 202 computed
from the observer estimate Z (from Objective 2), such
that it renders system (2) locally observable at 7z =0,
i.e., the linearization of (2) is observable.

Objective 2. Design a state observer to get an estimate Z of the
state 7 of (2), so that the origin is a locally expo-
nentially stable equilibrium of the estimation error
system (z(t) —2(t)), with rate ot > 0.

Objective 3. Design the attack signal a such that the origin re-
mains a locally exponentially stable equilibrium of
the closed-loop system (2).

3 Approach

To achieve Objective 1, we design the attack as a projec-
tion of the estimated gradient using the observer state 7. Let
7 € R"? be a projection direction and 7 := [n:T, OT] N eR".
Since Vh(Z) = 202, the attack is therefore a(Z) :=
7TVh(2) = H(m)? where H(x)[2n"Q, 0]. Linearizing
(2), at the origin yields the pair (F(r),H(m)) where
F(m)=A+BH(x). We design 7 such that (F(7),H(x))
is observable, thereby inducing local observability. We do
so by applying the Hautus test to characterize the inadmissi-
ble set Iyyobs for which (F(x), H(x)) is unobservable, and
then selecting 7 & ITynobs-

Next, to achieve Objectives 2 and 3, we propose the observer
Tovs. : £ =A2+B(¢1 Q2 42H (1)2) — L(¢T Q2+ 2H(m)2—§).

where L is the observer gain to be designed and 7 selected
as discussed above. Recall that A is Hurwitz, and that the
adversary’s model as stated in section 2. In addition, as-
sume 6(A,)No(A.) =0, and B,C, # 0 where o(-) denotes
the set of eigenvalues of a matrix. Under these assumptions,
we design 7 and L such that (F(x),H(7)) is observable,
and such parameters always exist under the recalled assump-
tions. The gain L then assigns the observer error eigenvalues
to {s € C:Re(s) < —a}, ensuring local exponential conver-
gence with rate a.
4 Conclusion

We proposed a systematic sensor-attack design that induces
local observability in closed-loop systems with linear dy-
namics and quadratic outputs while preserving stability. A
Luenberger-type observer then guarantees local exponential
convergence of plant and controller state estimates. Future
work will address broader classes of nonlinearities.
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